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Internal Audit, Internal Controls, 
and Information Security

As a matter of basic policy, we conduct internal audits that 

contribute to management and the departments being 

audited. Internal auditors monitor the business activities of 

each department as a group directly reporting to the CEO 

that is independent from any other department.

During internal audits, the business activities of each 

department and Group company are audited. These audits 

are generally performed on-site every year, and the results 

are summarized in an internal audit report and distributed to 

both management and the departments under audit.

In 2018, a total of 71 locations and departments were 

audited in and outside of Japan.

We have established and properly enforce our internal con-

trol policy to ensure that each THK employee complies with 

laws and the articles of incorporation as we maintain sound 

and transparent operations and achieve our corporate 

philosophy.

We have established the “Regulations for Internal Control 

over Financial Reporting” to comply with the internal con-

trol reporting system, which is based on the Financial 

Instruments and Exchange Act. In accordance with the basic 

framework outlined in the Financial Services Agency stan-

dards, we have established and enforce the “Regulations for 

Internal Control over Financial Reporting,” and we improve 

them as necessary.

Furthermore, the internal evaluation performed in 2018 

found no critical deficiencies requiring disclosure. The final 

evaluation results were summarized in the internal control 

report submitted and disclosed to the Prime Minister (Kanto 

Local Finance Bureau) in March 2019.

Information Security Management
The Information Security Committee, chaired by the CEO, 

has been in place since 2006, and the organization, author-

ity, and roles and responsibilities of its members are clearly 

defined in the committee’s regulations. This committee makes 

decisions concerning policies related to the establishment of 

information security systems, and it deliberates on responses 

to information security concerns. 

In 2018, the activities below were conducted to strengthen 

information security.

GDPR Compliance
The GDPR (General Data Protection Regulation) is a new 

framework for protecting the personal information of indi-

viduals living within the European Economic Area (EEA) and 

governs the processing* and transferring* of such data. At 

first glance, the GDPR may seem irrelevant outside of the 

EEA. However, because of corporate globalization, Japan 

and many other countries outside of the EEA are affected.

To understand how personal information was being pro-

cessed and transferred at our locations in Japan and the 

EEA, we closely examined the areas that handle relevant 

personal information. Based on the results, we established a 

privacy policy and internal rules that comply with the GDPR. 

We have established a global framework for protecting per-

sonal information and properly manage the information we 

possess based on our policy and rules.
* Processing: Any act done to personal information (collecting, storing, disclos-
ing, viewing, deleting, etc.)

*Transferring: Moving the personal information of EEA residents out of the EEA

Internal Audit

Internal Controls

Information Security

Activity Description

Training
●  Providing online training about personal 

information

Sending out alerts ●  Sending information about e-mail scams

Surveying and 
correcting current 
conditions

●  Internal information security audits  
(4 locations in Japan)

Measuring results ●  Self-survey on information security

GDPR 
compliance

●  Information session for staff in charge
●  Data mapping and checking for compliance
●  Establishing a privacy policy and internal rules
●  Appointing a DPO (Data Protection Officer)

System 
countermeasures

●  Monitoring and updating anti-virus software
●  Preventing unauthorized access and trans-

missions
●  Detecting and preventing intrusion of targeted 

e-mail attacks from external sources
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